

Portfolio item | doxrgo interact canadian chip cards | @doxrgo
558 words | tabloid format | 12/12/2012
Keyword phrase: interac
[bookmark: h.vnx2bjqr7sdu]Interac Deals a Winning Hand for Debit and Credit Cards
[bookmark: h.byg4bajjygcg]Interac Chip Cards Mean Fraud is Down Even as Usage is Up
Interac Association has announced that in 2012 it has had the lowest level of fraudulent activity since the chip card introduction. The type of card losses caused by fraud from the use of skimming is at its lowest since 2003. Domestically, card losses due to fraud by skimming have dropped to $38.2 million in 2012 from a high of $142 million in 2009. Cardholders reimbursed have dropped to under 100,000 last year from a high of almost 240,000 in 2009. This added security is critical because Interac Direct Payment is so popular that since 2001 more transactions in Canada are now by Interac than by cash payment.
More than half of Canadian merchants now choose Interac as the preferred method of payment because the fees are significantly lower than credit card networks. The improvements in security mean that less fraud and more security ensures fewer disputes that cause losses. The use of embedded chip technology ads extra security to transactions so that merchants can provide payment methods that their customers will trust.
[bookmark: h.f8ot28697ju7]Beyond The Magnetic Strip
The conventional method of holding card data on the magnetic strip has been a relatively secure and successful technology. However, its main flaw is the vulnerability to duplication with skimmers, devices that covertly copy the strip data during when the card is swiped in a POS or ATM transaction. The embedded chip uses encryption to prevent information being copied. When used in a terminal that is not enabled for chip or Interac-Flash, the customer just swipes the card and uses their PIN to complete the transaction.
Changes in regulations in the last decade mean that there has been increased urgency for merchants to prevent fraud, rather than deal with customer disputes after the fact. Since 2005 there has been a limit to the amount of time an institution can freeze an account for investigation. The institution now has to demonstrate that the consumer was responsible for a disputed transaction.
[bookmark: h.vndk2ws8g1zr]Smarter Cards, Smarter Consumer Options and Security
The use of PINs makes payment very secure. All ATM withdrawals are now done via the chip, which protects consumers from fraud, by duplication. Online payments by Interac do not directly share information with the merchant. These features have played a large role to the reduction of fraud on the Interac network.
[bookmark: _GoBack]There are a few drawbacks to the new system. Due to the lack of common cross-border standards it is not yet possible to transfer money internationally. Cards still have the magnetic strip, which could be considered a minor vulnerability. These are minor points, à propos of the successful introduction of the new embedded chip card technology and they may disappear, as embedded chip card become the standard worldwide.
Interac Association was formed in Canada in 1984 as a cooperative venture between the five largest Canadian financial institutions. The chip card was first introduced as a trial in 2007. Ninety-nine percent of all cards in the network now use the embedded chip technology and from 2015 all POS transactions will be by chip. The Interac Association is continuing to develop technology to improve the security and safety of the card transaction system in Canada. The improvements in card security and reduction of fraud since the introduction of the chip card speak for themselves.
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